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1 Introduction

The purpose of this guide is to educagaderson the basic setup of the VERA thermal cameoafiguring standard
detedion analytics, receiving analytics event alarms in VIGIL Client and reqaigingotificationgor analytics alarmsia
the View Lite Imobileapp. Please have the following tools and items ready, prior to beginning the setup process:

A VERA Thermal@era A VSX IBetup Utility
A VIGIL Server A VIGIL Client
A VIGIL Analytics Bridge A View Lite Il (installed on an iOS or Android Devic

2 VIGILAnalyticsBridge Installation

Prior to camera setup, verify you have the current VIGIL Analytics Bridge installedraseyver. Refer to thAnalytics
Bridge Guiddor installation Instructions. To download the current version & YHGIL Analytics Bridge, clige or visit
http://3xlogic.com/vigitanalyticbridge

3 VISIX IP Setup Utility

Prior to setup, be sure to denload the latest version of the VSX IP Setup Utility tool. This tool will allow you to connect to
and change the default IP address of your device. To download the current version of the VSX IP Setup Utdity alick
visit http://www.3xlogic.com/visixip-setup-utility .

Oncedownloaded and unzippedaunch the utility and proceed through the followistgps:
1. Clickthe Detect Online Devices / Change IP Addrbaston. The list of available devices will deploy

% 31L0GIC Camera Setup Utility

| Detect Online Devices [ Change IP address

IP Address | . . . Part IBDDD
User name Iadmin Password I*****

Web Settings | Widen F‘reviewl

Conneck | pdate Firmware Save ko YIGIL | Quik |

2016-04-20 14:40:37: Found Yigil.exe Yersion:2,00,0000

2. Select the desired WXT-36 from the list.
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Detect Online Devices / Change IP address ﬂ

1. Select Online Devices

| Device Type | IP Address | Park Mumber | Setial Mumber | Mask. -
001 WX-3528-00-1-3 10.1.12.22 8000 20150829CCWRE37 768728 255,205,248
002 WX-ZA-IMD-% 192,168,17.31 80 DEDEOLLLIF 255,255.0.0
003 WH-VT-38 10.1.13.33 80 F70098991 255,205,245
004 WE-2A-IMD-H° 10.1,13.55 a0 ES0DEN1723 255,255,248
005 WH-3M-D2-RI 10.1,13.64 a0a0 20140505CCWR463251156 255,255,248
006 WH-3PY-B-T 10.1,12,65 G000 295,255, 245
. 3
008 | WSE-ZMP-MVD2G 10.1.12.102 8000 255.255.24E
oo09  WSE-1.3MP-PIR1012  10.1.13.103 8000 0130220CCRR 4169755564 255.255.24E
010 | YS=-ZMP-MVDZE 10.1.13.104 | falun] 20111 00&BEWR405169115 255,755, 246 7
4 3
Cameras Already Configured in YIGIL Server
Server Channel | Device Type | IP Address | Port Mumber | Serial Number | Mas
oo1 WIR-IMP-ODIRZS 10,111,126 aoan 20140124CCWR 450045470 258
ooz WSKE-ZMP-MVD 2.6 10.1.11.140 8000 20131119B8BWR 442122951 252
ao3 WSK-5MP-36002 10.1.12.148 8000 0120120117 CCRR406775330 252
| | o]
2. Configure IP Address
Setial Nurmber I F7009633F MaC address |00:13:23:09:69:EF
IP address o1 .13 . &8
Subnet mask 25 . ;5 .48 0 Device Port I 80
Default Gateway o . 1 . 10 254 User Mame I
DN3 Server assword I
Change IP Address | Save [P Address | (Eance| IF- Change |
—5pecial Function: Reset To Default Password——————————————————
Passward Reset | Save to \u'IGIL| NEXT Cancel |

3. Click theChange IP Addredsutton and change the IP address as required. Be sure the IRsgifits within your

ySGig2N] Q& Lt

4. ClickSave IP Addregs save the new address. This button will be unusable untilGhange IP Addredsutton
has been clicked.

N} y3ISo

5. ClickNext (with the VXVT-36 still selectedo return to the mainscreen of thatility.

6. Click theweb Setting®d dzil G 2y ( 2

4 StreamSetup

§® 3xL0GIC Camera Setup Ukility x|

| Detect Online Devices | Change IP address | Show Advanced Options > |

Paddess | 10 . 1 . 13 . &8 Part
Lser name |admin Password
Web S ingsl VideoPreviewl
Conneck | Wpdate Firmware | Sawve Lo wIGIL | Quik |
fl1 dzyOK GKS OFYSNI Q

a

Once open, the web Ul will need to install Active X control. Internet Explorer 10 or newer is required.
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Do you want to install this software?
@ Mame: AxUMF.cab
Publisher: Cap Co

More options Install ] [ Don't Install J

[ ‘T While files from the Internet can be useful, this file type can potentially harm
- your computer. Only install software from publishers you trust. What's the risk?

Follow theon-screen instructions to complete the install. Once complete:

1. Click on the Setup tab. A login pop will deploy. The default login credentials are:
A Username:admin
A Password12345

VISIX Thermal Sensor .

1

Basic Configuration

T — iexplore.exe
e The server 10.1.13.88 at administrator requires a username and password.
NNl
TCP/IP cvan
= Waming: This server is requesting that your username and password be
Dateltdline sent in an insecure manner (basic authentication without a secure
Stream connection).
» Video & Audio
» Event Configuration Attentiof | User name |
» Network Configuration Add. H | E— |
» Storage
[] Remember my credentials
b VCA
ipheral &2
> peipher
» Maintenance
» Activation
» About

After you have logged into the device:

Setup
VISIX Thermal Sensor IxXLOGIC

~ Basic Configufation Setup > Video & Audio = Stream

" ~
First Stream Second Stream Snapshot Audio
Users
TCP/IP
| Enable streamin
Date & Time M -
Stream Video codec : H.264[v]
Resolution : QVGA (320x240)[ v |
» Video & Audio
. Max. FPS : s 5 (1..9fps)
» Event Configuration -
» Network Configuration Tl > |5 [(1..9)
» Storage Profile identification : High
» VCA Bit rate control
o BETiEE! @® Variable bitrate (VBR)
» Maintenance Maximum bitrate : O ) 256 (128 ... 12000 kbps)
Image quality : i
» Activation Medium v ]
» About () Constant bitrate (CBR)
Target bitrate : 4096 (128 ... 8000 kbps)
The expected codec usage : 1% + 50% (VCA)
. s

Show profile list Apply
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1. From theleft-handtree menu, click oBasic Configuration.
2. ClickStream

3. Configure the devices stream as follows,

A Video codecH.264

Resolution:QVGA (320x240)

Max FPS5

GOP5

Profile Identification:High

Variable MaximumBitrate: 256

4. ClickApplyto save the changes.

> > > > >

5 AnalyticSetup
To setup VCA Analytics:

Setup

VISIX Thermal Sensor IXLOGIC

» Basic Configuration
» Video & Audio Enable Go to Stream Configuration

» Event Configuration

» Network ation [« Object Tracking
» Storage ; Eﬁ ting Line

* VCA
®) Surveillance ) People
Enable/Disable . . . . . . .
Select surveillance tracking for intruder detection or outdoor scenes. Select people tracking for tracking multiple
Zones and Rules people in indoor scenes.
Calibration Apply Restore Defaults

Classification

From the lefthand tree, click on th& CAmenu link.
Click orEnable/Disable

On the Enable/Disable settings page, chEokble
Check (enablepbject TrackinginderVCA Features
SelectSurveillanceunder Trackingmode.

Click Aplyto save the new settings.

ourLNE

5.1 Creating a Line
Now that VCA is enabled, you must configure analytics zones and rules. To begin:

1. From theleft-handtree menu, click oiZones and RulesThis is where you will define your analytic rule amel t
area of coverage.

You will now select the type ahalytic you wish to configur&.oucan either createa zone or create a line. Note that you
can create multiple lines and zones for one scene, below are examples for creating a line and a zone.

1. To ceate a line, rightlick in the image and selegbne/Line
2. SelectCreate Line
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| Value

) ect Typ
1544 FarDetecton  Far - 2016:02021... 20160202 1.

Apply | Restore Defaults

Once the line has been created you can move and resize it to fit your needs.

3. Once in place, click (select) the line. In the righnd side tree, you will now see thieé parameters. You can
apply aNamefor the line, change the lin€olorand enable théPresencdunction (which is how the analytic will
know what to do, i.e. generate an alert when the presence of an object crosses the line).

[ Value.

Entry
Wred

Entry-Presence

§ 544 Far-Detection Far 2016-02021..,  2016-02:02 1...
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5.2 Creating a Zone
To crate a zone:

1. Rightclick in the image and hover over Zone/Line.
2. SelectCreate Zone.

Tree | value
& 4l zones and counters
5 @zones
@zone 0 Detection
10 Counters

Restore Defaults

2. Once the zone has been created you can maow r@size it to fit your need#dditionally if you rightlick on the
within the solid border line around the zone asélectinsert Node you can add multiple nodes to allow you to
manipulate the shape of the zone to fit your needs.

[ Value

Tree
& Zone 1
Narne Near

Color Yelow
Detect/non-detect Detect
§ presence Detection

Restore Defaults

3. Once in placeclick (select) the zonén right-hand side treeyou will now see the zone parameters.
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Zone 1

Name Near
Color velow
Detect/non-detect Detect
[ § Presence Detection

D Rude Narme Zone Name. joct T4 Start Time. End Time
@ 544 Far-Detection Far 2016-02:021...  2016-02-02 1

You can apply Bamefor the zone, change the zorolorand enable thd’resencdunction (vhich is how the analytic will
know what to do, i.e. generate an alert when the presence of an object enters thg.zone

6 Burntin Annotation

To enable an on screen displ@urntin Annotatian) of the analytic rule, as well as visual tracking of an object (bounding

box).

From theleft-handtree menu,click onBurnt-in Annotation.

Check (enableBurnt-in Annotation.

Check (enable)isplay Zoneguncheck if you wish to not see the zone).

Check énable)Display Objects

i. You now have the option to define different colors for Alarm objects andAlarm obijects to fit

your needs.
5. ClickApply.

Zones and object trackers(bounding boxes) will now be buinethd will be visible at all times on live arstorded

footage, as opposed to only in live previews.

rPoObdPE

7 EventConfiguration

To enable events based on the analytics rules you have configured:
1. Inthe lefthand side tree menu, clidkvent Configuration.
2. SelectEvent Rules.
3. Check (enablefvent Rules
4. ClckApply.

VISIX Thermal Sensor IxXLOGIC

} Basic C T Sef nt Configuration > Event Rules
b Video & 10
. Enable event rules
+ Event Configuratiol

ply
Event Rules

Motion Detection
Network Loss Use MName Description
Heart Beat no Detecticn Recording
Schedule

E-Mail Recipient

FTP Notification

HTTP Notification
TCP Notification
TCP Server Add/# Copy. Modify. Remove

Multirast Nekifiratian
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5. Under Event Rules Rule List, clicR R X
6. CheckiEnable Rule
7. Provide a name for the rule @ Detectior) and an optional description
8. Under he Event Sources tab che¢lCA Sourcand All Rules
u  Your analytic rule will be displayed here
Basic Live Search
VISIX Thermal Sensor 3)( LOGIC
+ Basic Configuration Mod*®- “~ Event Rule List
b Video & Audio
= Event Configuration
Event Rules Name Detection
Motion Detection E iption I
Network Loss
Heart Beat I |
Schedule Event Source Event Action
E-Mail Recipient Triggered by
FTP Notification Detectors
HTTP Motification [] Sensor(DI#1) Go to Sensor/Alarm Configuration
TCP Notification [ Alarm(DO%1) Go to Sensor/Alarm Configuration
TCP Server
) o [] alarm({DO£2) Go to Sensor/Alarm Configuration
Multicast Notification
[] Motion detactio Go to Motion Detection Configuration
; [/
» Network Conflauration W WCA source Go to VCA Configuration
o e =il Region
» Peripheral EDetecﬁun—Presenoe
9. Clck theEvent Actiortab
10. ChecksSend TCP tfification.

Basic Live Search

VISIX Thermal Sensor 3)( LOG IC

» Basic Configuration
» Video & Audio

« Event Configuration

Event Rules
Motion Detection
Network Loss
Heart Beat
Schedule

E-Mail Recipient
FTP Notification
HTTP Notification
TCP Notification
TCP Server

Multicast Notification

» Network Configuration
» Storage

» VCA

» Peripheral

» Maintenance

b Activation

E
E Modify to Event Rule List x I

i1 Configuration
[ Enable rule

Name : Detection

Description :
1 ! |
Event Source Event Action

When Triggered

[] Active alarm(DO#1) Go to Sensor/Alarm Configuration

[[] Active alarm(DD#2) Go to DI/DO Configuration

[ Recording Go to Recording Configuration
[] Save event log

[] send e-mail notification Go to E-Mail Recipient Configuration

["] upload notification to FTP
O P notification
end TCP notification

[] send notification via TCP event server

‘Go to FTP Notification Configuration
Go to HTTP Notification Configuration
Go to TCP Notification Configuration
Go to TCP Server Configuration

] Send multicast notification Go to Multicast Motification Configuration

11. ClickOKat the bottom of the formto save the new event settings.
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7.1 Configuring TCP Settings to Allow for Event/Alarm Push Notifications in View Lite Il

After configuring your event, and enablin@F notifications, TCP Notifications settings must be configured to ensure the
TCP natifications are successfully received by the View Lite Il App.

Setup
VISIX Thermal Sensor IXLOGIC
» Basic Configuration Setup = Event Configuration = TCP Notification @
+ Video & Audio r
IP Address: 127. 0 .0 .1 Message Customization
~ Event Configuration
Port : 23456 (1...65535)
Event Rules
. . Connect Timeout : 2 (1...300 sec)
Motion Detechion
Network Loss Send Timeout : 2 (1...300 sec)
Heart Beat Alive Type : ) Once (® Unlimited () Timeout
Schedule |alive Time - (1 ... 86400 sec

E-Mail Recpient
FTP Notifica Apply
HTTP Notific

TCP NotifiCation

1. Inthe lefthand tree menu, clickCP Notificatiorink.

2. Configure TCP settings as follows to allowpfesh notificationsn the View Lite Il Mobile app.
A IP Address127.0.0.1

Port: 23456

Connect Timeout2

Send Timeout2

Alive Type:Unlimited

Alive Time:2

3. ClickApplyto save the new settings.

> > > > >

8 VIGILServer Setup

To add the thermal camera to your VIGItvee software:
1. Launch VIGIL Server.
2. Login with administrator credentials.

gl

File Live Monitor  Audio  Search  Tools  Window  Help

e @ S G S

Exit: Log On Recarder Audio Liwe Search Toals Settings

Server Login

User Mame: I

Passward: I

[o]4 I Cancel

3. Click theSettingsbutton in the icon menu toolbar.

4. Under the camera setup tab select the camera channel and diettkork CameraThe settings dialog will
deploy.
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& Advanced Settings

 Camera Setup | @ Server Settings | |+ Media Drives | ) comports | 24 Users | Ml Relaysialams | @ ata | 00 Audo | 2 Emall overew |

[ cameras [ Camera Setup—— B Apply to al
4 % P Comeratame:  [WERA Address: 192,165.2. 205 Web Settings
o - Garage
- 03 - Garage Out West Settings e Data Part Jeo
Front 0t e R
z RA, S S : RTSP Part: 554 RTSP Stream Type: |TCP hd
# 07 - Food Alsls Sharpress: —_— Camnera Murnber: |1
- 05 - 360 SMP ! : ! !
o] 09 - Camd [ L Babaeilon - Acklss] URL: Irtsp:,i,l’192. 168.2,205/ch0_unicast_firstst ... |
#5310 - Cam10 et [ Paf-Dekaciion - Ackrd]
El % 11 - Cami1 %0 00 0 0 Stream Ty |H264 Main Stream 1 j
+ 12-Caml2 Saturation v; 'ﬁ .
% 13 Conts o CODEC Settings... | Advanced Settings. .. | Timeout: |5 Z’ 5
w3 14 Camid Resolution: [setbycomera =] 7
- 15 - Camis Push St Shot to Server e Iadmin
@ B 16 - Cam16 Recording: Enabled  w|  Speeds.. I r PR
= —‘ Password: |*****
Pre Buffer: [T = seconds — —
Resek 'VERA ko Default | [W otwork Camera Sattings. . AlTach acoiiprass

Fast Decompression
Recordng Mode | Camers Contrel | Video Loss | udio |

"Ruwdm Mods DI

Recording Made: Sudio Recording

IMulun =]
H Motion Settings... Reset to Default

= -

Post Motion Record: [0

wmkniecad: (S ) {Camera Contral
Advanted Settings..., |

Videa Motion Alarm
I™ Enabled

Audio Tialk

ation Settings.

o = S P P e et

Cancel

Enable Web Interface i
Default Settings [5]4 |

5. Configire Network Camera Settingss follows:
i.  Type:3xLOGIC VIRA
ii. Address:Enter the devices assigned IP address (i.e. 192.168.x.x)
iii. Username/Passwordadmin/12345
u Note: The remaining items will be applied as defaults
6. ClickOKto save the network camera sattjs.

9 VIGIL Analytics Bridge Setup
Once theVIGIL Analytic Briddeas been installed, you can double click the icon in your Windows system tray (bottom
right-hand corner) to open the bridge.

- . - 2] G & L 344PM A
|- t‘;_‘_i[?}“

1. With the VIGILAnalytic Bridge open, cligkdd Device

~ i YIGIL Analyti x|

File Edit Help ?
4 Add Dewvi ﬁ Edit Dewice H Save Changes z) Unda Changes

Enabled | VIGIL Camera

& Delete Device

Device Type | Status

2. In the Add/Edit Devic@op out window configure the device as follows
A VIGIL Camera3elect the thermal camera channel from the drop down
A Device Type3xLOGIC
A HTTP Port80

3xXLOGIC

10385Westmoor Drive, Suit210, Westminster, CO 8002njww.3xlogic.conp (877) 3XLOGIC 11


http://3xlogic.com/vigil-analytic-bridge

A Username admin
A Passwod: 12345
i. CheckCollect Counter
ii. CheclkDisplay Counter in VIGIL
iii. CheckCollect Statistics
u Note: Clicking thd_oad Deviceutton will load a preview in the Live Video section

iv. Under Event Triggers, click tbetectbutton and your aalytic rulgs)will load.
v.  Checkoff Enabledfor the desired rules.
vi.  ClickOKto save the new settings.

“1 VIGIL Anakytics Bridge x|
Fle Edt el

‘ Add Device # Edit Device ﬂ Delete Device | H Sawe Changes H) Undo Changes
Enabled | YIGIL Camera | Device Type [ Status

4@  advanced Analytics  SxLOGIC Receiving events

Bl we-zapa-mwo Sl OGIE FRecsiving events 3

Elag  veE-o-0e-RIAWD  3xLOGIC Receiving events

Bl VIGIL Analytics Bridge kS

| . | Viden capbure wil restart in VIGIL Server. Corkinue?

o:? ? Cancel I

3. Once complete you must clicksave Changet® finalize all settings and push the new rules to VIGIL Server.
4. SelectOKon tK SVidéo capture will restart in VIGIL Sernv@antinue?  1-0p.LJ

10 Verification
To verify the VIGIL Analytic Bridge communication with the VIGIL server software:
1. Logonto VIGIL Serveas an administrator.
2. ClickSettings
3. Select the desired Thermahfera channel.
4. Click theVideo AnalyticsTabon the Camera Setupetting page.

Recording Mode I Camera Control I Video Loss  Video Analytics ' Audio |

~Video Analytics
Enabled | MName | Type | Calibrate
3xLOGIC: Far-Detection 3xLOGIC sdd Rule
3xLOGIC: Detection 3xLOGIC
Edit Rule
Delete Rule
Export Settings
Import Settings

oK I Cancel | apply |

If communication between VIGIL Server and the Analytics Birdge is successful, rules from the selected camera should now
be visible in the VA rules list.

For verification of database collection

3XLOGIC 10385Westmoor Drive, Suit210, Westminster, CO 8002mjww.3xlogic.con (877) 3XLOGIC 12



1. ClickFootage Date/Time Rangjat the bottom of the VIGIL Server Ul.

& Footage Date; Time Range

Footage Type
YideolGenerall
‘ideo{Alarm Reserved)
Wideo{POS AT Reserved)

Audio 3/10fz01
POSIATM

Cldest Footage
32312015 12:00:00 A

108 PM

)

MNewest Footage
201112016 12:15:47 P

MiA
MiB

9/10/2015 F::08:02 PM

)

iden Analvtics Counters  1106/2015 10:46:44 AM
Yidea Analvtics Alarms 11/6/2015 10:46:44 AM

2i11/2016 12:15:45 P
2011/2016 12:15:45 PM

Vided AnalyTIcs FLS AT

Footage date/time range(s) will only update every 1

minute(s)

T
YRS 11762015 10:46:44 AM

T A

2/11{2016 12:05:45 PM

Close |

11 Alarms/Notifications
11.1 VIGIL Clieng Receiving Alarms
¢t2 NBOSAQGS Iyltedrao S@Syi

camera must be added to VIGIL Clientona of two methods:

f

NI a

TNRY

A Add the camera to VIGIL Client as a standalon@/A&ine Server Camera.
A Add a VIGIL Server you have already networked with the thermal camera. Analytics rules from the camera should
already be added to the VIGIL Server (via the \AGdlytics Bridge; See Sectidhand10) before proceeding.

uKS

0KSNXNI f

Either method will result in VIGIL Client receiving the analytics events from the camera, where theydisiiléged as

inbound Server Alarms.

To add a standalone camera or a VIGIL Server to VIGIL Client:

1. Launch VIGIL Client (Local Mode) and login.

2. Hover over the Server tomenu and selecBerversThis will deploy th&ervewindow.

OF YSNI
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